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INTRODUCTION TO KEELOQ
ENCODERS

All KEeELOQ encoders use the KEELOQ code hopping
technology to make each transmission by an encoder
unique. The encoder transmissions have two parts.
The first part changes each time the encoder is acti-
vated and is called the hopping code part and is
encrypted. The second part is the unencrypted part of
the transmission, principally containing the encoder’s
serial number identifying it to a decoder. Refer to
DS91002, Introduction to KEELOQ.

Hopping Code

The hopping code contains function information, a dis-
crimination value, and a synchronization counter. This
information is encrypted by an encryption algorithm
before being transmitted. A 64-bit encryption key is
used by the encryption algorithm. If one bit in the data
that is encrypted changes, the result is that an average
of half the bits in the output will change. As a result, the
hopping code changes dramatically for each transmis-
sion and can not be predicted.

Function Information

The encoder transmits up to four bits of function infor-
mation. Up to 15 different functions are available.

Discrimination Value

Stored in the encoder EEPROM, this information can
be used to check integrity of decryption operation by a
decoder. If known information is inserted into the trans-
mitted string before encryption, the same information
can be used at the decoder to check whether the infor-
mation has been decrypted correctly. 12 bits (including
overflow bits) are available in the Microchip HCSXXX
encoders.

Synchronization Counters

The transmitted word contains a 16-bit synchronization
counter. The synchronization information is used at the
decoder to determine whether a transmission is valid or
is a repetition of a previous transmission. Previous
codes are rejected to safeguard against code grabbers.
The HSC300 and HCS301 encoders transmit two over-
flow bits which may be used to extend the range of the
synchronization counter from 65,536 to 196,608 button
operations. The HCS360 and HCS361 encoders trans-
mit one overflow bit which can be used to extend the
range of the synchronization counter from 65,536 to
131,071 button operations.

Unencrypted Code
Serial Number

The encoder’s serial number is transmitted every time
the button is pressed. The serial number is transmitted
unencrypted as part of the transmission and serves to
identify the encoder to the decoder.

Other Status and Function Information

The HCS200, HCS300, and HCS301 encoders include
provision for four bits of function information and two
status bits in the fixed code portion of its transmission.
The two status bits indicate whether a repeated trans-
mission is being sent, and whether the battery voltage
is low. The HCS200 does not send repeated transmis-
sion information, and the bit is permanently set to ‘0'.

The HCS360/361 encoders transmit two bits that are
used as a Cyclic Redundancy check. These bits can be
used to check the integrity of the reception. Addition-
ally, the HCS360 and HCS361 encoders can extend
the length of the serial number from 28 bits to 32 bits,
replacing the unencrypted function code.

Seed Transmissions

The Microchip HCSXXX encoders all have the ability to
transmit a fixed seed. The seed value is programmed
into the encoder when the encoder is first initialized
along with the counters, key, serial number, and other
information. The seed length differs from encoder to
encoder with the HCS200, HCS300, and HCS301 hav-
ing a 32-bit seed. The HCS360 and HCS361 encoders
have a 48-bit seed. The HCS200, HCS300, and
HCS301 encoders transmit the seed if all the inputs are
activated simultaneously (SO, S1, S2, and S3). The
HCS360 and HCS361 encoders transmit the seed
immediately if SO and S3 are activated or delayed if SO
and S1 are activated for more than 3 seconds.

Table 1 summarizes seed transmissions in the Micro-
chip HCSXXX encoders

DS00652B_C-page 2
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TABLE 1: HCSXXX ENCODER SEED TRANSMISSION SUMMARY

Encoder Seed Length Seed Transmission Activation
HCS200 32 bits Seed transmitted immediately if SO, S1, and S2 are activated.
HCS300 32 bits Seed transmitted immediately if SO, S1, S2, and S3 are activated.
HCS301 32 bits Seed transmitted immediately if SO, S1, S2, and S3 are activated.
HCS360 48 bits Seed transmitted immediately if SO and S3 are activated.

Seed transmitted after 3 seconds if SO and S1 are activated.
HCS361 48 bits Seed transmitted immediately if SO and S3 are activated.

Seed transmitted after 3 seconds if SO and S1 are activated.

The seed transmission is transmitted in place of the HOP transmission and is not encrypted. When the seed is transmit-
ted, the transmitted word changes as shown in Figure 2 below.

FIGURE 2: SEED TRANSMISSION FORMAT

2 Stfﬁéus éobg% Serial Number—28 bits SEED—32 bits

HCS200/300/301 Seed Transmission Format

3 Stalus) 4 Dits | Sera) umber | seep—16 bits SEED—32 bits

HCS360/361 Seed Transmission Format
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Transmission Format Summary

Table 2 contains a summary of the information contained in transmissions from each of the KEELOQ encoders that can

be learned by the Microchip decoder.

FIGURE 3:

DECODER BLOCK DIAGRAM
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TABLE 2: KeEeLoQ ENCODER TRANSMISSION SUMMARY
HCs2001! HCS300/301 HCS360/361
Total transmission length 66 bits 66 bits 67 bits
Hopping code portion (total length) 32 bits 32 bits 32 bits
Function bits 3 bits (+11) 4 bits 4 bits
Discrimination bits 12 bits 12 bits 12 bits
Synchronization 16 bits 16 bits 16 bits
Fixed portion (total length) 34 bits 34 bits 35 bits
Serial number 28 bits 28 bits 28/32 bits?
Function bits 3 bits (+11) 4 bits 4/0 bits?
Status bits
VLOW 1 bit 1 bit 1 bit
RPT 0 1 bit 0
CRC 0 0 2 bits

IThe HCS200 transmissions are padded to retain compatibility with the HCS300/301 encoders.
2User selectable with a 32-bit serial number or a 28-bit serial number, and 4 unencrypted function bits.

The code hopping portion is always transmitted first (LSB to MSB), followed by the fixed portion (LSB to MSB).

TABLE 3: HCS200T AND HCS300/301 TRANSMISSION FORMAT
Hop Code Serial Number Function Status
LSB | 32bits | MSB LSB | 28hits MSB 4 bits 2 bits
TThe HCS200 transmissions are padded to retain compatibility with the HCS300/301 encoders.
TABLE 4: HCS360/361 TRANSMISSION FORMAT
Hop Code Serial Number Function Status
LSB | 32bits | MsB LSB | 28/32bits | MsSB 4/0 bits 3 hits

Bits are transmitted from left to right (i.e., the code hopping part first).

DS00652B_C-page 4 [0 1996 Microchip Technology Inc.
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PWM Format

In general, all KEELOQ encoders share a common
transmission format:

A preamble to improve biasing of decision thresholds
in super-regenerative receivers. The preamble con-
sists of alternate on and off periods, each lasting as
long as a single elemental period.

A calibration header consisting of a low period of 10
elemental periods. Calibration actions should be per-
formed on the low period of the header to ensure cor-
rect operation with header chopping.

A string of 66 or 67 pulse-width modulated bits, each
consisting of three elements. The first element is high,
the second contains the data transmitted and is either
high or low, the third element is always low.

A guard period is usually left between the transmis-
sions. During this period nothing is transmitted by the
encoder.

FIGURE 4:

Figure 4 shows the sampling points when sampling the
data bits. The first and last elements are used exclu-
sively to verify the integrity of the received symbol. The
first element (sample point A) is always high, the sec-
ond (sample point B) is the complement of the data bit
being sent, and the final element (sample point C) is
always low. Because the period between the low por-
tion of a bit (sample point C) and the rising edge of the
following bit (sample point X) can vary, the rising edge
of the first element (sample point X) is used to resyn-
chronize the receiving routine to each incoming bit.

If random noise is being received, the probability of a
set of three samples producing a valid combination is
only 22=1/4.Fora string of 66 bits, the corresponding
figure is 27132 < 2 x 10740,

Integrity checking on incoming signals is important.
Code hopping signals require significant processing,
as well as EEPROM access, to decrypt. Unnecessary
processing can be avoided by not attempting to decrypt
incoming codes that have bit errors.

KeeLoQ PWM TRANSMISSION FORMAT

Data Bit Format |
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TABLE 5: TRANSMISSION FORMATS
Header . Hopping Code Unencrypted
Encoder Preamble Chopping PWM Bit Format Length Code Length
| Il
HCS200 . . . — 32 bits 34 bits
HCS300/301 . . . — 32 bits 34 bits
HCS360 . . . — 32 bits 35 bits
HCS361 . . . . 32 bits 35 bits

Microwire is registered trademark of Motorola.
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DECODER IMPLEMENTATION

The Microchip decoder’s primary hardware compo-
nents are a PIC16C56 RISC microcontroller and a
93C46 EEPROM as shown in the decoder schematic in
Figure 22. However, this solution can be implemented
in any PIC16/17 microcontroller with at least 1K words
of program memory. The operating frequency of the
controller is 4 MHz. The microcontroller is used to cap-
ture transmissions from the various encoders, decrypt
transmissions captured, and check the validity of the
transmission based on the information in the decrypted
transmission and information stored in the EEPROM. If
a transmission from a valid encoder is received, the
decoder activates the outputs dictated by the transmis-
sion.

Encoder information, such as serial number, synchroni-
zation information, and decryption key is stored exter-
nally in an EEPROM. The EEPROM used is a
Microchip 93C46 Microwire” Serial EEPROM. The
information stored in the EEPROM is encrypted to pro-
tect the contents. The EEPROM encryption is less
secure than the KEELOQ code hopping algorithm.

As can be seen from the section on encoder transmis-
sions, there are differences in the transmission formats
of the different encoders that can be used with the
decoder. The following section summarizes how the
differences in transmitted data are dealt with by the
decoder.

As the serial number information follows after the code
hopping portion of the transmission, any number of
serial number bits can be received and processed. In
the Microchip decoder described, the complete serial
number (28 bits) is stored.

The serial number is used to identify the memory block
used to store the 64-bit decryption key for a particular
encoder because of the relationship between serial
number, seed, and the decryption key. In other words,
the serial number is stored with the key. When a trans-
mission is received, the decoder finds the correct mem-
ory block by checking all blocks until a matching serial

number is found. The key is then retrieved from that
particular memory block. A serial number of 0000000, g
is considered invalid and is ignored by the decoder.

After matching the received and stored serial number,
validation of a received transmission consists of two
steps. The first includes checking the integrity of the
decryption operation. Here the decoder compares the
12-bit discrimination value received with the stored dis-
crimination value. The discrimination value stored with
the HCS300/301/360/361 includes overflow bits and
user bits.

The second portion of validation involves checking syn-
chronization information for that particular encoder.
The synchronization counter transmitted by all encod-
ers is 16 bits long. Two copies of the full synchroniza-
tion counter are stored for all valid encoders. The
storing of two copies of the synchronization information
protects the decoder from loosing synchronization with
an encoder if one of the counters is corrupted.

PINOUTS OF MICROCHIP KEeLOQ
DECODER

FIGURE 5: FUNCTIONAL INPUTS AND
OUTPUTS
EARNINIT |1 @ 18 [ JRFIN
LEARNIND [ | 2 17 [ ne
vee| | 3 . 16 [_Josc out
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TABLE 6: MICROCHIP DECODER FUNCTIONAL INPUTS AND OUTPUTS
Mnemonic Pin Number Input / Output Function

RF IN 18 | Demodulated PWM signal from RF receiver. The
decoder uses this input to receive encoder transmis-
sions.

LEARN INIT 1 I Input to initiate learning, active low.

LEARN IND 2 (0] Output to show the status of the learn process (in an
integrated system this will be combined with the system
status indicator).

BUT LRNT 13 0] Indication that the received function code matches the
learned function code.

S0, S1, S2, S3 6,7,8,9 (0] Function outputs—corresponds to encoder input pins.

Microwire is registered trademark of Motorola.

DS00652B_C-page 6
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PROGRAM FLOW

The software for the Microchip decoder has been writ-
ten for the PIC16C56 microcontroller. The compiler
used is MPASM version 01.30.01. The operating fre-
quency of the PIC16C56 is 4 MHz. The clock speed
should be kept as close as possible to 4 MHz as the
reception routine (RECEIVE) is dependent on the
4 MHz clock for correct functioning. Other decoder
functions that rely on a 4 MHz clock speed are the hold
times of the various outputs and time-outs. The main
program flow is described here. Detailed descriptions
of individual functions can be found further in the appli-
cation note.

As can be seen from Figure 6, the decoder reads the
learn pointer, which stores the next position to be over-
written when the decoder enters a learn sequence and
decoder status flags, from the external EEPROM on
power-up. The status flags are checked to see if a learn
routine was interrupted when the microcontroller was
reset. If so, it is assumed the learn cycle was not suc-
cessfully completed, and the encoder at the learn
pointer is subsequently deleted (WIPE_TX).

The encoder then enters the main loop where it spends
most of its time. The main loop checks to see if the
learn button is being activated (TST_LEARN). If so, the
decoder enters the learn mode described in the “Learn”
section (page 20).

If learn has not been initiated, the microcontroller then
checks for transmissions from encoders (RECEIVE) as
described on page 8. If a transmission from an encoder
has successfully been received, the microcontroller
validates the transmission received as described in the
“Transmission Validation” section (page 11). If the
transmission received is a valid transmission from an
encoder learned into the system, the system sets the
appropriate outputs (M_BUT).

FIGURE 6: MICROCHIP DECODER MAIN
PROGRAM FLOW
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FUNCTIONAL MODULES

Reception

The reception routine (called RECEIVE) is based on a
reliable algorithm which has successfully been used in
previous implementations of KEELOQ decoders. Auto-
matic bit rate detection is used to compensate for vari-
ations in bit rate of different encoders of a specific type,
as well as the differences in bit rate between different
encoders (HCS200, HCS300, and HCS360). The
reception routine is able to receive 66-bit transmis-
sions. The reception routine is able to determine the
number of bits in the transmission.

The reception algorithm performs a number of func-
tions when an output is detected from the receiver.
Figure 7 gives all the major sampling points in the
reception algorithm.

The reception algorithm calibrates on the low period of
the header to determine the actual elemental period for
the transmission being received. The required elemen-
tal period is 10% of the low header period. In Figure 7
the header calibration sample points are marked 1
through 3. The calibration flow chart (Figure 8) shows
at what points in the program samples 1, 2, and 3 are
taken.

Elemental periods outside the capture range of the
algorithm (either too long or too short) are rejected,
since they are due either to noise or to reception of an
incomplete signal.

Using the determined elemental period, three samples
after the first rising edge (sample 3) following the
header are taken. The first sample is taken half an ele-
mental period after the rising edge (sample 4); the sec-
ond, one elemental period later (sample 5), and the
third, another one elemental period later (sample 6).
The first sample must be high, the second could be
either high or low, and the third sample must be low. If
either the first or the third sample is not as expected,
the attempt at capturing a transmission is abandoned.
In Figure 7, the data sample points are points 4 through
6. The flow chart describing data reception (Figure 9)
shows where in the code the samples are taken.

If all 66 bits have been captured, each with the correct
first and third elements, the transmission can be
assumed to be correct, and decryption can commence.
The receiving routine should be called often enough to
ensure that the high portion in the header is not missed
(Sample 1, Figure 7).

FIGURE 7: SAMPLING POINTS USED IN
RECEIVE ALGORITHM
Preamble | Header | Data
| |
NN
[ N
12 34 5 674 5

In systems where the reception routine is called to
check if there is activity on the receiver input, the rou-
tine should poll the input for a valid transmission for at
least the time taken to complete one transmission if
activity is detected on the input line. This makes provi-
sion for the reception routine being called while a trans-
mission is in progress. Having missed the first header,
the first transmission will be invalid and be discarded.
The decoder should continue sampling the input
through the guard time in order to catch the next
header and transmission (i.e., for a decoder designed
to capture HCS300 transmissions the time spent poll-
ing for a valid transmission should be at least 100 ms if
activity is detected in the input line).

Reception Algorithm Flow Chart

The first flow chart (Figure 8) describes the calibration
routine which is used to determine the actual transmis-
sion rate of the encoder so that the decoder can com-
pensate for deviations from nominal timing. There are
four different exit points, each of which should branch
to a point in the program where housekeeping and
input monitoring can be resumed. There is only one exit
point for a valid calibration operation (RCV7). At this
point, it is assumed that a valid header has been
received and that a string of data bits will follow.

The second flow chart (Figure 9) handles the reception
of bits once the calibration routine has been success-
fully completed. The data bits are all sampled three
times each to ensure that a noise free transmission has
been received. The reception routine uses the cali-
brated elemental period, determined in the calibration
routine, to ensure that the samples are correctly
spaced. The routine resynchronizes itself on the rising
flank of each bit. Only 60 bits of the data received are
used by the Microchip decoder described, the decoder
ignores the unencrypted function code and the status
bits.

If the control samples in a given bit are sampled cor-
rectly (i.e., the first element is high and the last element
is low), the routine checks whether more than 56 bits
have been received correctly. If not, the routine returns
to the calling procedure.

DS00652B_C-page 8
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FIGURE 8: CALIBRATION FLOW CHART
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FIGURE 9: DATA RECEPTION FLOW CHART
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Transmission Validation

Once a complete transmission has been received from
an encoder, the transmission needs to be validated
before any further action is taken. Validation consists of
the following steps and is shown in Figure 10:

1. Check the serial number (28 bits) received
against the stored encoder serial numbers
(M_SERIAL).

2. Decrypt the transmission received (M_HOP).

3. Compare the 12 bit discrimination value in the
decrypted hopping portion of the transmission
against the stored discrimination value (M_DIS).

4. Check if the synchronization counter falls within
the resynchronization window (M_CHECK1).

5. Check if the synchronization counter falls within
the open window. If not, then decoder resyn-
chronization is necessary (M_CHECK?2).

6. If resynchronization is necessary wait for a sec-
ond transmission from the encoder with a con-

secutive synchronization counter
(M_RESYNC).
7. Update the synchronization counters in

EEPROM (M_UPDATE).
8. Set the appropriate outputs (M_BUT).

9. Return to MAIN routine and continue normal
housekeeping chores.

Discrimination Values

After decryption, the Code Shift Register (CSR) used
by the KEELOQ decryption algorithm contains the same
32 bits of information originally encrypted in the
encoder before transmission. Twelve of these bits are
discrimination bits.

The decryption operation can be checked by compar-
ing parts of the decrypted 32-bit word (the discrimina-
tion values) with known values.

When using an HCS200 encoder all 12 bits are user
selectable discrimination bits. The HCS300/301 encod-
ers have 10 bits of user programmable bits and 2 user
programmable overflow bits. The HCS360/361 encod-
ers set the least significant 8 bits of the discriminator to
the least significant 8 bits of the serial number. The
remaining 4 bits are made up of a user-programmable
overflow bit, 2 user bits, and a bit showing whether
independent mode is enabled.

If the discrimination bits are programmed to a known
value, the integrity of the decryption can be easily ver-
ified. The encoder uses this to check whether the two
transmissions received are a HOP/ SEED transmission
pair. The decoder checks that the least significant 8 bits
of the discrimination value are identical to the least sig-
nificant 8 bits of the serial number before signaling a
successful learn (M_SL_UPDATE).

All 12 discrimination bits are stored in the external
EEPROM during learn. These are checked whenever a
transmission is received to check for a valid transmis-
sion. If one of the overflow bits are cleared during a
counter overflow, the decoder will cease to recognize
the encoder. The overflow bits in the transmitter should
be set to zero if the user wants to prevent this from hap-
pening.

TABLE 7: HCS200 AND HCS300/301 DECRYPTED HOPPING CODE TRANSMISSION FORMAT
Function® MSB Encoder disc. bits LSB MSB Synchronization counter LSB
(4 bits) (12 bits) (16 bits)
1The HCS200 has padding in S3 button position since no S3 button is present.
TABLE 8: HCS360/361 DECRYPTED HOPPING CODE TRANSMISSION FORMAT
Function MSB Encoder disc. bits LSB MSB Synchronization counter LSB
(4 bits) (12 bits) (16 bits)

00 1996 Microchip Technology Inc.
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FIGURE 10: TRANSMISSION VALIDATION FLOWCHART
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Synchronization Checking

The synchronization information is used at the decoder
to determine whether the transmission is valid or
whether it is a repetition of a previous transmission.
Repetitious codes are rejected to safeguard the system
against code grabbers.

The transmitting encoder has a 16-bit synchronization
counter, stored in EEPROM, which is incremented
every time the encoder is activated. The synchroniza-
tion counter value received is stored in the decoder’s
EEPROM every time a valid transmission is received
from a particular encoder. When a following transmis-
sion is received from the same transmitter it is possible
to quickly verify whether the transmission is valid. For
example, a grabbed code from the legitimate user’s
previous transmission will result in a synchronization
counter value that has already been received.

Provision must be made for the transmitter being
pressed while out of range of the decoder.
The Microchip decoder does this by allowing two ‘syn-
chronization windows’. The Open Window is a recep-
tion of a transmission where the synchronization
counter is 1 to 16 higher than the previous counter
value received and is checked in M_CHECK2. The
reception of such a signal will result in an immediate
counter update by the decoder and the appropriate out-
puts being activated.

If the transmitter is pressed more than 16 times out of
range of the receiver, resynchronization needs to take
place (M_CHECK1). The Resynchronization Window
is a half of the total counter range, 32K. When the
decoder receives a transmission with a synchroniza-
tion counter value more than 16 above the stored
counter value and less than 32,768 counts above the
stored value, the decoder temporarily stores the value
of the synchronization counter received (M_RESYNC).
If the next transmission received has a sequential syn-
chronization counter value, the decoder resynchro-
nizes on the last transmission received, storing the
latest counter in EEPROM and activates the appropri-
ate outputs.

If any of the above tests fail, the transmission received
is discarded. It is easy to change the size of the various
windows in the source code. Modifications to the syn-
chronization windows can be made in the M_CHECK
routine.

The decoder stores two copies of the synchronization
counter. If the power supply is interrupted during a
counter update the synchronization counter can be cor-
rupted. When the counters are read from EEPROM the
decoder checks whether the counters are identical
(M_CNT1). If not, the decoder forces a resynchroniza-
tion, waiting for two consecutive transmissions from the
transmitter to resynchronize itself on.

FIGURE 11: DECODER WINDOW
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FIGURE 19: PROGRAM FLOW DURING LEARN
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Operation of Learn

The following steps need to be followed by a user to
learn an encoder onto the decoder. The steps are
shown in Figure 20.

1. Press and release the LEARN button. Indicator
LED will turn on to indicate learn mode is now
active.

2. Press transmitter to transmit a normal transmis-
sion The LED will turn off.

3. Press transmitter a second time, this time trans-
mitting a seed transmission. The LED will blink
to indicate that the transmitter was learned suc-
cessfully.

4. To learn up to six transmitters, repeat steps 1-3.
The seventh transmitter will overwrite the first
transmitter that was learned.

5. Learn will be terminated if the eight least signifi-
cant bits of the discrimination value do not
match those of the serial number or if two
acceptable codes were not decrypted within 33
seconds. An invalid learn will be indicated by the
LED turning on solid for one second.

6. Erasing all the transmitters is accomplished by
pressing and holding the LEARN button for 8.4
seconds. The LED will turn off at the end of the
8.4 seconds to indicate that all the transmitters
were erased. The learn pointer is reset to the
first position.

HCS360 and HCS361 in Secure Learn

The HCS360 and HCS361 encoders are ideally suited
for use with the secure learn decoder. Both of these
transmitters feature a ‘transmit seed on delayed mode’.
If either of these decoders are activated with SO and S1
continuously for more than 3 seconds, the transmitter
will transmit a seed instead of the normal hop transmis-
sion.

Using this feature the entire learn procedure can be
accomplished with one extended press of a button,
assuming SO0 and S1 are connected to a single button.

FIGURE 20: LEARN OPERATION

Learn Operation
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TIMERO (RTCC) Multiplexing

A time keeping scheme is needed to ensure that the
system timing is not abandoned while receiving an
incoming signal, during learn cycles, key generation,
and decryption. The system timing is used to allow peri-
odic monitoring of sensors and pulsing outputs with a
specific period.

TIMERQO is used to keep track of system time. TIMERO
is an 8-bit timer on the PIC16C56. On the Microchip
decoder described, TIMERQO is prescaled to increment
every 256 instruction cycles. This makes TIMERO very
useful for keeping track of real time. While various rou-
tines are being run, including reception routines and
decryption, TIMERO is periodically checked for a time-
out value calculated at the beginning of a certain period
(i.e., switch off time of a LED).

ROM MEMORY MAP (8-BIT BYTES)
TABLE 10:

ROM MEMORY MAP (8-BIT BYTES)

The routine checking TIMERO is called TST_RTCC.
The most significant bit (MSB) of TIMERO changes
every 32 ms. In order to extend the range of TIMERO,
two additional 8-bit counters are used, CNT_LW and
CNT_HI, which extend the range of TIMERO to 134 sec-
onds. The MSB of TIMERO is mirrored in the MSB of
the STATUS register during startup. During
TST_RTCC the two bits are compared. If the bits differ,
the MSB of TIMERO has changed, indicating that 32 ms
has passed. The MSB of STATUS is changed to match
the MSB of TIMERO and the extended counter
(CNT_LW and CNT_HI) incremented.

The second portion of the TST_RTCC routine checks
appropriate time-out values based on the system status
bits in SREG (i.e., to check for the 30-second time-out
in the learn routine TST_RTCC checks to see if bit three
of CNT_HI is set).

Word Address Mnemonic Description

43 EKEY_O

44 EKEY_1

45 EKEY_2 )

46 EKEY_3 64-Bit

2 CREY 4 EEPROM Key

= (Used to encrypt EEPROM data)

48 EKEY_5

49 EKEY_6

4A EKEY_7
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EEPROM MEMORY MAP (16-BIT BYTES)
TABLE 11: EEPROM MEMORY MAP (16-BIT WORDS)

Address Mnemonic Address Mnemonic
00 USERO 20 CNT20
01 Learn pointer 21 CNT21
02 DISO 22 SER20
03 DIS1 23 SER21
04 TMP_HOPO 24 KEY20
05 TMP_HOP1 25 KEY21
06 TMP_SEEDO 26 KEY22
07 TMP_SEED1 27 KEY23
08 DIS2 28 CNT30
09 DIS3 29 CNT31
0A DIS4 2A SER30
0B DIS5 2B SER31
oC USER1 2C KEY30
0D USER2 2D KEY31
OE USER3 2E KEY32
OF USER4 2F KEY33
10 CNTOO 30 CNT40
11 CNTO1 33 CNT41
12 SERO0O 32 SER40
13 SERO1 33 SER41
14 KEYO00 34 KEY40
15 KEYO01 35 KEY41
16 KEY02 36 KEY42
17 KEYO03 37 KEY43
18 CNT10 38 CNT50
19 CNT11 39 CNT51
1A SER10 3A SER50
1B SER11 3B SER51
1C KEY10 3C KEY50
1D KEY11 3D KEY51
1E KEY12 3E KEY52
1F KEY13 3F KEY53

00 1996 Microchip Technology Inc.
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RAM MEMORY MAP

TABLE 12: RAM MEMORY MAP
Address Mnemonic Description
07 FLAGS Decoder flags.
08 ADDRESS Address register—points to address in EEPROM.
09 TXNUM Current transmitter.
0A OUTBYT General data register.
0B CNTO
oC CNT1 Loop counters.
oD CNT2
OE CNT_HI .
OF CNT_LO 16-bit clock counter.
10 TMP1
11 TMP2 .
Temporary registers.
12 TMP3
13 TMP4
14 CSR4
15 CSR5
16 CSR6
17 CSR7 64-bit shift register. Used in reception, decryption, and
18 CSRO key generation.
19 CSR1
1A CSR2
1B CSR3
1C OLD_BUT Store previous button code.
1D RAM_HI 16-bit RAM counter (used in resynchronization).
1E RAM_LW
1F SREG Program state register.
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ALTERNATE NAMES AND FUNCTIONS

Many of the memory locations in RAM are used by multiple routines. A list of alternate names and functions are given
in Table 13 below.

TABLE 13: ALTERNATE NAMES AND FUNCTIONS

Address Mnemonic Also known as Description

0A MASK OUTBYT Mask used in decryption.

10 TMP_CNT TMP1 Counter used in the reception
routine.

10 KEYO TMP1

11 KEY1 TMP2

12 KEY2 TMP3

13 KEY3 TMP4 64-bit shift register holds

14 KEY4 CSR4 decryption key

15 KEY5 CSR5

16 KEY6 CSR6

17 KEY7 CSR7

18 HOP1 CSRO

19 HOP2 CSR1 ) .

1A HOP3 CSR2 32-bit hop code register.

1B HOP4 CSR3

17 SER_O CSR7

16 SER_1 CSR6 28-bit serial number is stored here

15 SER_2 CSR5 by the reception routine.

14 SER_3 CSR4

1B FUNC CSR3 Function code and user nibble of
discrimination value.

1A CODE CSR2 Discrimination value.

19 CNTR_HI CSR1 16-hit received counter.

18 CNTR_LW CSRO

11 CSR8 TMP2 Most significant byte of the code

shift register.
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DEVICE PINOUTS

The device used in the application note is a PIC16C56 PDIP.

TABLE 14: DEVICE PINOUTS
PIN PIC16(_:56 Decoqler PIN PIC16(_:56 Decoqler
Function Function Function Function
1 Port A Bit 2 LEARN Input 18 Port A Bit 1 RF Input
2 Port A Bit 3 LRN INDICATOR 17 Port A Bit 0 Not used
3 TIMERO Connect to VDD 16 Osc In RC osc (4 MHz)
4 MCLR Brown out detect 15 Osc Out
5 GND Ground 14 VDD +5V supply
6 Port B Bit 0 S0 13 Port B Bit 7 BUT LRNT
7 Port B Bit 1 S1 12 Port B Bit 6 CS (93C46,
pin 1))
8 Port B Bit 2 S2 11 Port B Bit 5 CLK (93C46,
pin 2)
9 Port B Bit 3 S3 10 Port B Bit 4 DIO (93C46,
pin 3 & 4)

TIMING PARAMETERS
TABLE 15:

TIMING PARAMETERS

Parameter Typical Unit
Output activation duration 524 ms
Output pause if new function code 131 ms
received
Erase all duration 8.4
Learn mode time-out 33.6
Learn successful LED flash duration 4.2
Learn successful LED flash rate 3.8 Hz
Learn failure LED on duration 1 S

SOURCE CODE LISTING

A diskette is supplied containing source code for the Microchip decoder in the file msirn**.asm. The code has been com-
piled using MPASM v01.30.01. Certain functions are dependent on the oscillator speed for correct functioning. Exam-
ples of time dependent functions include RECEIVE and TST_RTCC. The PIC16C56 Microcontroller should run at 4
MHz.

TABLE 16: LIST OF IMPORTANT FUNCTIONS
Function Name Description

CALC_KEY Key generation routine.

DECRYPT Decryption routine for Hop Code.

EEREAD The data in the EEPROM at ADDRESS is read and decrypted to TMP1 and TMP2 (Note).
EEWRITE The data in TMP1, and TMP2 is encrypted and written to the EEPROM at ADDRESS (Note).
M_DIS Check discrimination value.

M_CNT Check synchronization (counter) values.

RECEIVE Start of the RF reception routine.

TST_LEARN1 Check for learn mode and entry to learn.

TST_RTCC Check TIMERO and do whatever real time tasks are required.

Note: TMP1, TMP2 and ADDRESS are user defined registers.
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SCHEMATIC DIAGRAMS
SCHEMATIC DIAGRAM OF MICROCHIP KEeLoQ DECODER

APPENDIX A:
FIGURE 21:
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TYPICAL GARAGE DOOR OPENER SCHEMATIC

FIGURE 22:
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HCS200/300/301 TRANSMITTER DESIGN

FIGURE 23:
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HCS360/361 SINGLE BUTTON TRANSMITTER DESIGN

FIGURE 24:
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